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Now | have everything | need for a complete breakdown. Let me synthesize the full risk engine

analysis.

™ PARETO CREDIT VAULT — . raiconwsoc RISK ENGINE
REPORT

Contract: 0xC26A6Fa2C37b38E549a4a1807543801Db684F99C = AA_FalconXUSDC (Senior Tranche
Token) Parent Vault: 0x433D5B175148dA32FfelelA37a939E1b7e79be4d (FalconX USDC Credit Vault)
Architecture: IdleCDOEpochVariant - Tranche CDO - Direct wallet lending Curator: M11 Credit |
Deployer: Idle.finance | TVL: ~$40M (mid-2025)

I. MECHANICS: HOW CAPITAL ACTUALLY FLOWS

True Capital Flow

You (USDC)
> Pareto CV contract (IdleCDOEpochVariant)
> AA tranche (you) = ~80-90% TVL, senior, lower yield
> BB tranche = ~10-20% TVL, junior/equity, first-loss buffer
> USDC sent DIRECTLY to FalconX's wallet (no on-chain collateral)
> FalconX lends to trading firms/hedge funds via prime brokerage
> Trading firms post collateral TO FALCONX (off-chain, within PB framework)

> Yield generated: credit spread on institutional leverage loans

Critical distinction: The loans are technically uncollateralized from the protocol's perspective —
they are functionally fully collateralized within FalconX's prime brokerage framework.'! The on-chain
smart contract has zero enforceable collateral claim. The entire credit protection lives inside

FalconX's off-chain prime brokerage infrastructure.

Cycle Mechanics

Credit Vaults operate on a cycle-based system. Funds are borrowed in fixed time intervals known as

lending cycles (typically 1to 4 weeks). Before the first cycle starts, whitelisted lenders deposit funds.

The curator triggers the start of the cycle. The borrower receives the funds directly in their wallet.

Interest accrues for lenders throughout the cycle.[g]
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Withdrawal requires two full cycles minimum: Withdrawals are a two-step process. A user

requests to redeem funds at the end of Cycle I. At the end of Cycle Il, the borrower repays interest

and any requested withdrawals. Users who requested to exit can now claim their funds.[®!

Practical implication: With 4-week cycles, minimum exit time = 8 weeks from request to receipt.

During this window, capital is fully deployed and unrecoverable.

Leveraged Overlay (Gauntlet/Morpho Layer)

The levered strategy uses FalconX CV tokens as collateral to borrow USDC and purchase more CV

tokens within strict risk parameters. The borrowed USDC is used to buy additional CV tokens, which

are again deposited as collateral on Morpho, building a looped position.m]

This second layer fundamentally transforms the risk profile. For users in the Gauntlet levered vault:

e Underlying exposure = CV credit risk
e Morpho layer adds liquidation risk on top

o The oracle for Morpho LTV calculations = virtualPrice of AA_FalconXUSDC (internal NAV, not
market price)

Il. TRUE YIELD SOURCE DECOMPOSITION

YIELD COMPONENT SOURCE ORGANIC? SUSTAINABLE?
Base CV yield FalconX credit spread (PB lending to traders) Yes Cycle-dependent
Leverage boost Borrow USDC @ 6-7% APR, redeploy into CV Conditional Spread compression
(looped) at higher rate risk
Points/incentives Pareto Efficiency Points program No Zero if discontinued

The net yield equation for looped strategy: Net = (CV APY x leverage multiple) - (Morpho borrow
rate x (leverage-1)). At borrow rates above CV APY, the loop becomes net negative. Gauntlet's

engine manages this dynamically, monitoring supply and borrow APYs, setting appropriate LLTVs,

optimizing the leverage factors, and continually assessing market health.l']

Ill. STRESS SCENARIOS

SCENARIO 1: FalconX Counterparty Default
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Trigger: FalconX fails to return principal + interest at cycle end.

What breaks first: The on-chain vault holds zero recourse. Assets deposited into a Credit Vault are
sent directly to borrower wallets.[”) The smart contract cannot force return. Recovery is entirely
legal/off-chain through the MLA.

Chain of events:

1. Cycle ends — FalconX does not send repayment transaction

2. Curator (MT11 Credit) calls default

3. BB tranche absorbs losses first (first-loss buffer ~10-20% of TVL)
4.1f loss > BB TVL: AA tranche price ( virtualPrice ) steps down

5. AA holders (you) realize haircut proportional to unrecovered amount

6. Audit-confirmed bug (now patched): When a borrower defaults after failing to pay interest or
pending withdraws, scaledNAVCreditVault will forever account for these assets as real assets
even though they are unclaimable, erroneously inflating the NAV of the stablecoin. In addition to
the phantom value that will inflate the assets, the defaulted vault will be impossible to remove
due to the check ensuring that the yield source is empty.'””) This was patched in PR #7 — verify
patch is live on your specific cycle.

Who loses:

e BB tranche first (fully wiped if loss > ~10-20% TVL)
e AA tranche absorbs residual losses beyond BB buffer

e For USP/sUSP holders: if one of the borrowers fails to deliver the funds back to the vaults, sUSP
holders will cover the losses by having their conversion price to USP reduced to keep the peg for
USP stable!®!

Losses:

» 10% FalconX default: BB fully absorbed (if BB =10%), AA untouched
e 20% default: BB wiped + AA haircut = ~10% AA principal loss
e 50% default (extreme): AA haircut = ~40% of deposited capital

Liquidation for looped users: If AA virtualPrice drops, Morpho LTV breaches — margin call — cannot
exit CV in time - liquidation forced.

SCENARIO 2: Permissioned Collateral Liquidation Failure

This is the vault's most structurally dangerous hidden risk.
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Capital deposited into Pareto's FalconX Credit Vault can now be used as collateral on Morpho.
Depositors in the FalconX USDC strategy can borrow directly against their position — represented by
CV tokens."”!

The problem: AA_FalconXUSDC is a KYC-gated, permissioned token. Only whitelisted borrowers

can access loans, and only registered users who complete verification through Keyring can provide
liquidity.l°!
Chain of events (collateral shortfall):

1. Loss event — AA virtualPrice drops — Morpho position LTV breaches threshold

2. Morpho calls liquidation

3. Liquidators must receive AA_FalconXUSDC tokens as collateral

4. Liquidators must be KYC'd and whitelisted — the eligible liquidator pool is extremely small
5. No competitive liquidation market = liquidation premium explodes or liquidation simply fails

6. Under-liquidation — bad debt accrues in Morpho market - shared by USDC lenders on Morpho

Who benefits: The borrower who defaulted (they keep borrowed USDC). Morpho USDC suppliers
absorb bad debt. Liquidity available for instant liquidation: Near zero — no public secondary
market for AA_FalconXUSDC.

SCENARIO 3: Oracle Manipulation / Staleness

The getOraclePrice function lacks critical oracle security validations. Specifically, it only checks
that answer > 0 and optionally checks staleness based on a configurable validityPeriod . It omits:
no validation of roundId, no check for answeredInRound = roundId, no validation of updatedAt

timestamp sanity, no handling of aggregator or phase transitions, and no circuit breaker for

unexpected price deviations.?!

Specific attack vector:

e The validityPeriod check for staleness is configurable and can be disabled — if set to zero,
stale Chainlink prices are accepted
e At cycle transitions, if oracle returns stale prices, virtualPrice calculations can be off

e Stale price — incorrect tranche NAV - either premature AA haircut or delayed recognition of loss

Second-order effects for leveraged users:

 |If virtualPrice is stale-high: over-borrows against collateral — real LTV is worse than Morpho
thinks — eventual liquidation is larger

e If virtualPrice is stale-low: unnecessary Morpho liquidation triggered even with no actual loss
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Mitigation status: Flagged as High in Sherlock audit. No confirmed fix in scope.

SCENARIO 4: Withdrawal Queue Congestion / Bank Run
Trigger: Market stress or credit concern — mass withdrawal requests in same cycle.
Chain of events:

1. Large number of lenders simultaneously request redemption at cycle | end

2. Borrower (FalconX) must fund all exits at cycle Il end

3. FalconX may need to liquidate positions to fund large redemptions — stress their own book
4. Cycle Il repayment delayed or partial - queue backs up into Cycle Il

5. Lenders who requested Cycle | exit now waiting 12-16 weeks minimum (two more cycles)

6. Panic compounds; additional requests pile up in each subsequent cycle

7. No on-chain mechanism forces FalconX to prioritize exits

When the interest rate of the next lending cycle is lower than the previous one by 1% or more, lenders

are entitled to an early exit and can redeem funds with a shorter waiting period, i.e., within 72 hours.
(9]

This early exit clause is a double-edged sword: rate drops (which happen in market stress) could

trigger simultaneous early exits, amplifying the liquidity crunch.

% of capital at risk: 100% of capital in-flight during withdrawal window has no protection.

SCENARIO 5: Leverage Cascade in Gauntlet Vault
Trigger: Borrow rate on Morpho rises above CV yield, OR loss event drops virtualPrice.
Chain of events:

1. Net yield turns negative (borrow rate compression)

2. Gauntlet engine triggers deleverage

3. Deleverage = must exit CV position - requires 2-cycle notice (up to 8 weeks)

4. During deleverage wait, Morpho position continues to accumulate negative carry

5. If virtualPrice also drops: health factor deteriorates faster than deleverage can happen
6. Morpho liquidation triggered — liquidators face KYC barrier (Scenario 2 above)

7. Correlated positions: multiple Gauntlet loop users exit simultaneously — same queue — queue
elongates

Leverage sensitivity:
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e At 2x leverage: 10% CV loss = 20% portfolio loss before Morpho liquidation
e At 3x leverage: 10% CV loss = 30% loss; crosses typical 80% LLTV threshold quickly

e Gauntlet sets LLTV and manages dynamically, but the loop remains active within the risk levels
established by Gauntlet's optimization engine — no manual rebalancing required.ml Fully
algorithmic deleverage assumes the engine can execute — if CV queue is congested, execution
fails.

SCENARIO 6: Smart Contract / Upgrade Key Risk
» Main vault uses TransparentUpgradeableProxy — upgrade key held by Idle.finance/Pareto
deployer
 If deployer key is compromised: contract logic replaceable

e Pareto has had 12 separate audits from 2024-2026 by Sherlock, Hans Friese, and x77018] —
frequent audits suggest active codebase with ongoing changes

e Frequent upgrades = increased surface area; each upgrade is a new risk event

¢ No on-chain timelock on upgrades confirmed in public materials

SCENARIO 7: Incentive Removal (Efficiency Points)
Current yield = Credit APY + Efficiency Points (EP) boost
If EP program is discontinued:

1. LP yield drops to pure credit APY (contract-determined)
2. TVL outflows accelerate — liquidity crunch — exacerbates Scenario 4
3. For leveraged users: lower net yield means the loop goes negative at lower borrow rates

4. Pure CV APY (without points) is benchmarked to money market rates — historically 6-12% range
for institutional credit facilities of this type

The question to ask FalconX/M11: What is the contractual fixed rate for the current cycle? That is

your true floor yield, not the headline APY with incentives included.
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IV. LOSS ATTRIBUTION MATRIX

WHAT BREAKS

PRIMARY LOSS

SECONDARY LOSS

SCENARIO MAGNITUDE
FIRST BEARER BEARER

FalconX partial default BB tranche BB holders AA holders 0-40% of capital
wiped (residual)

FalconX full default All tranche AA + BB holders USP/sUSP holders 60-100% of capital
value

Permissioned Morpho bad Morpho USDC Levered CV 10-30% of borrowed

liquidation failure debt lenders depositors uSbDC

Oracle staleness

Queue congestion

Leverage cascade

Upgrade key
compromise

Incorrect LTV

Locked capital

Gauntlet vault

All vault funds

V. RISK SUMMARY

Primary Failure Mode

Borrowers on
Morpho

Lenders awaiting

exit

Levered loop
users

All depositors

Morpho USDC
lenders

None (time risk, not
loss)

Pareto CV NAV
(marginal)

Up to borrow position
size

Opportunity cost +
panic spiral

Leverage x CV loss

Up to 100% TVL

Single-counterparty uncollateralized credit risk to FalconX. The vault sends USDC directly to

FalconX's wallet. All on-chain security theater — tranches, audit records, curator oversight — is

irrelevant if FalconX cannot or does not repay. The "functionally collateralized via prime brokerage"

claim is a legal/operational assertion, not an on-chain enforceable guarantee.

Hidden Risks (Not in the Marketing)

1. Permissioned liquidation problem: KYC-gated collateral on Morpho creates a structurally

broken liquidation market. This is the most dangerous compounding risk for leveraged users —

not the credit risk itself.

2. Cycle timing + withdrawal asymmetry: Depositing takes 1 block. Exiting takes 2 full cycles (up to

8 weeks). In stress, FalconX's repayment obligation coincides with their worst liquidity moment.
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3. Oracle configuration risk: The staleness check can be disabled via configurable
validityPeriod 1'% | misconfigured, the entire virtualPrice calculation is unreliable — directly

affecting every Morpho position using AA tokens as collateral.

4. NAV accounting manipulation (patched but structural): A defaulted credit vault with pending
withdrawals is permanently stuck on the balance sheet and causes unbacked USP to be minted.
[7] Fix is in PR #7 — confirm deployment before allocating to USP/sUSP layer.

5. Bad debt allocation to new depositors: If SUSP cannot absorb entire losses, the queue unfairly
puts all remaining bad debt on newer depositors.m] This is an epoch accounting design flaw that

harms latecomers disproportionately.

6. Curator discretion is unchecked: M11 Credit sets cycle terms and can update interest rates and
duration at each cycle end. The curator, with the express consent of lenders and the borrower,
retains the authority to modify, amend, or adjust CV's parameters.[g] Rate changes gate early exit

rights — the curator controls whether you can leave early.

Survivability Rating

STRATEGY RATING REASONING

Plain AA tranche deposit 6/10 Exposure is to FalconX solvency (institutional PB, low but non-zero

default risk). Main risk is the 8-week exit window + queue congestion.

AA tranche + 3.5/10 Adds liquidation risk on a broken liquidation market (KYC gating), oracle
Morpho/Gauntlet loop risk, and negative carry risk from rate compression. Magnifies CV loss.
USP/sUSP indirect 4.5/10 Inherits all CV risks + sUSP slashing mechanism + new depositor bad debt
exposure allocation bug.

When This Strategy Is Safe vs Unsafe

CONDITION SAFE UNSAFE

FalconX financial Strong balance sheet, TradFi credit Crypto market stress (2022-type) where
health metrics healthy PBs collapse

Crypto market Low volatility, stable borrow demand High vol, margin calls on FalconX clients,
regime liquidity crunch

Withdrawal timing You are NOT in a withdrawal queue during  You request exit during same cycle as many

stress others
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Leverage (loop) Borrow rate meaningfully below CV APY Spread compresses to <50bps or inverts
(>150bps spread)

Liquidity need Horizon > 3 months Any need for capital in <8 weeks
Morpho LTV LLTV set conservatively (<70%) LLTV aggressive (>80%) + concentrated
config looping positions

The unresolved tension: FalconX is a credible, regulated prime brokerage — but $1.5T in trading
volume does not make them immune to a FTX-style event. The structure explicitly relies on their off-
chain solvency management while giving on-chain lenders zero liquidation recourse. Every stress

event in crypto PBs has happened faster than a 2-cycle withdrawal queue can process.

Data as of Apr 20, 2026. Source: Pareto docs, Sherlock audit findings, Etherscan contract data,
Gauntlet vault page.
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